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NAS Stroge (Quantity-2Pcs) Conliguration :-
Capacit:-25TB Usable stroge,

Procesor :- Intel R Xeun&Silve 4112 and above,
Memory:-64GB

Etemnet:-1GB Ethemnet

Warranty:-3 Years,

HD type:- Hot Plug Sala or Sas SFF (2.5") or LFF
(3.57)

Protocol Support:- SMB, NFS, ISCSI over Eathernet,
FTP/S, HTTP/S

Firewall

Configuration:- NGFS Firewall with 16x1GRJ 45
Potrts,

8x1G SFP Posts

2x2 10 G SFP+Ports

Utm LICENSE, Web Filtering, AV. IPS. Anli
Premium (24°7) Suport for 3 Years.
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Features Quallfying Minimum_ Requirements
No. of Storage Units 1
Rack mount NAS Controller Should be rack mounted with a form factor of not more than 2U
Processor One 8 Core Intel 1.8GHz Intel Xeon Bronze 3408U
Memory 4 X 16GB Single Rank x8 DDR5-4800 Registered Smart Memory Kit, scalable to 192GB DDR5 RAM
1. Shall be supplied with minimum of 6 x 6TB SAS 7.2K LFF LP 512e HDDs in Raid 5.
Hard Drives 2. Offered NAS Storage shall have separate dedicated dual 480GB M.2 or more NVMe SSD drives for Operating

system in Raid 1+0.
3. Offered boot drive shall not consume any Disk bay slots.

Storage expandability

1. Offered NAS controller shall support at-least 16 internal LFF Slots and shall be offered with at-least 12 LFF
Slots.

2. Offered storage shall also have capability to attach additional drive enclosures. NAS shall support at-least
300TB using SAS / SAS -NL drives by providing associated hardware whenever required.

Network Connectivity

Minimum 4 x 1Gbps ethernet Base -T ports shall be provided in the NAS appliance

Protocols support

1SCSI, FTP, FTPS, CIFS/SMB 3.0, 3.02, 3.1.1, HTTP, HTTPS, NFS 4.1, WebDev etc.

Fault Tolerance for internal
drives

Offered NAS shall support Raid o, Raid 1, and Raid 5 for internal drives. Offered Raid controller shall have
minimum of x16 Lanes and 8GB cache.

Fault Tolerance for external

Offered NAS shall support Raid o, Raid 1, and Raid 5 for additional disk enclosues.

drives
Network Client Types Support Should support Windows 11, Windows 2019/2022, , HP-UX, AIX, SOLARIS, Linux etc.
Operating System Microsoft Windows Storage 10T 2022 storage standard edition.

.De-duplication

Offered NAS shall have block based De-duplication which can be enabled for for all required volumes. De-
duplication engine shall have:

1. Flexibiity to decide the multiple schedules when de-duplication process can be run.

2, Flexibility to limit the time period of de-duplication process so that production operations remains intact.
3. Flexibility to bypass the recent files under the de-duplication process so that production operations remains
intact.

4. License for De-duplication shall be provided.

5. Shall support more than 64TB of file system for de-duplication.

File screening and quota
management

1. Offered NAS shall have support for file screening so that adminirator can ensures that users shall not be able to
store unwanted files on offered NAS device.

2. Offered NAS shall have Quota management for both Volume and Directory.

3. Software for both File screening as well as Quata management shall be provided.

File Management

1. Shall have flexibility to expire or move files to different folder / Location / Volumes / drives on the basis of
polices like day of creation / modification / access of on the basis of file pattern like extension.

2. Shall also be able to expire or move files to different folder / Location / Volumes / Drives on the basis of content
classification within files.

SAN storage (iSCSI based)

Integrated iSCSI for block access over LAN.

Snapshots

Point in time copies of your data to guard against data corruption.

Encryption and compression

Shall have support for 256 bit encryption and Compression. License for both of same shall be offered.

Cloud Integration

Offered NAS shall be able to integrate with Microsoft Azure - running with valid subscription with following
features:

1. Azure File Sync

2. Azure backup

Offered NAS shall also be supported with leading NAS replication softwares in the industry and shall also have

Replication 100TB license for replication through DFS-R

Shall have web based interface to manage and monitor system health, capacity, performance, hardware events,
Web Based Management quotas, snapshots, authentication and network services i
Capacity Insights Capacity planning with a granular historical utilization dashboard with growth rate and usage trens
FAN and Power Supply Dual redundant Power supply and at-least 6 number of redundant FANs
Warranty and Support NAS appliance should be provided with 3 Years 24 x 7 support



https://v3.camscanner.com/user/download

rewall ificatl

General
Requirements

Network security appliance should support "Slateful” policy inspeclion lechnology. It should also have application intelligence
for commonly used TCP/IP prolocols like telnel, fip elc.

The proposed vendor must have a (rack record of conlinuous improvement in threat detection (IPS) and must have
successfully completed NSS Labs’ NGFW Methodology with a minimum exploit blocking rate of 99% . The Firewall product/
product family should have 89 % SECURITY EFFECTIVENESS certified by Cyber Rating Org for enterprise firewall

Hardware &
Interface
requirements

Appliance shall be ICSA certified for Firewall, IPS & Gateway Anlivirus functionalities

14 x 1GE RJ45 inbuill interfaces, B x 1GE SFP slols, 4x 10G SFP+ slots populated with single mode transceiver. All the
interface/slols should be available from day one

The Appliance should have 1x USB & 1x Console Ports

The Firewall should have redundant power supply from day one

The Firewall should have min 400 GB or betler local slorage from day one.

Performance and
Availability

The Firewall should support of 2,500,000 concurrent sessions, and 100,000 new sessions per second from day one.

Minimum IPS throughput of 5000 Mbps for real world lraffic or enterprise mix traffic

Minimum Threat Prevention Throughput (measured with Application Control and IPS and Anti-Malware enabled) of 2500 Mbps
for real world traffic or enterprise mix traffic

IPSec VPN throughput: minimum 20 Gbps

Simultaneous VPN tunnels: 1000

Proposed solution must support minimum 3Gbps or better SSL Inspection throughput

Routing Protocols

Static Routing

Policy Based Routing

The Firewall should support dynamic routing protocol like RIP, OSPF, BGP, ISIS

Firewall Features

Firewall should provide application inspection for LDAP, SIP, H.323, SNMP, FTP,SMTP, HTTP, DNS, ICMP, DHCP,
RPC.SNMP, IMAP, NFS elc

IPv6-enabled inspection services for applications based on HTTP, FTP, SMTP, ICMP, TCP, and UDP

Allows secure deployment of next-generation IPv6 networks, as well as hybrid environments that require simultaneous, dual
stack support of IPv4 and IPv6

The firewall should support transparent (Layer 2) firewall or routed (Layer 3) firewall Operation

The Firewall should support multiple ISP link load balancing

Firewall should support link aggregation functionality to group multiple ports as single port.

Firewall should support static NAT, policy based NAT and PAT

Firewall should support IPSec data encryption

It should support the IPSec VPN for both site-site and remote access VPN

Firewall should support IPSec NAT traversal

Support for standard access lists and extended access lists to provide supervision and control

Control SNMP access through the use of SNMP and MD5 authentication

Firewall system should support virtual tunnel interfaces to provision route-based IPSec VPN

The Firewall should have integrated solution for SSL VPN

Should support LDAP, RADIUS, Windows AD, PK| based Authenticalion & should have integrated 2-Factor Authentication
server support & this two factor authentication can be used for VPN users for accessing intemal network from outside and for
Local users accessing internet from inside the network and for administrative access to the appliance or all of them

The solution should have basic server load balancing functionality as an inbuilt feature

The appliance should support configuration of virtual firewall/virtual context with full functionality for at least 8 nos. from day
one.

Licensing should be a per device and not user or IP based (should support unlimited users)

Integrated IPS
Features Set

IPS should have DDoS and DoS anomaly detection and protection mechanism with threshold configuration.

Support SYN detection and protection for both targets and IPS devices.

The device shall allow administrators to creale Custom IPS signatures

Should have a built-in Signature and Anomaly based IPS engine on the same unit

Signature based detection using real time updated database & should have minimum 10000+ IPS signature database from day
one

Supports automatic security updates directly over the internet. (ie no dependency of any intermediate device)

Signature updates do not require reboot of the unit.

Configurable IPS filters to selectively implement signatures based on severity, target (client/server) and operating systems

IPS Actions: Default, monitor, block, reset, or quarantine

Should support packet capture option

IP(s) exemption from specified IPS signatures

Antl-Virus & Antl
Bot

Firewall should support antimalware capabilities, including antivirus, botnet traffic filter and antispyware

Solution should be able to detect and prevent unique communication pattemns used by BOTs i.e., information about botnet
family

Solution should be able to block traffic between infected host and remote operator and not to legitimate destination

Should have antivirus protection for protocols like HTTP, HTTPS, IMAPS, POP3S, SMTPS protocols etc.

Solution should have an option of packet capture for further analysis of the incident

Solution should uncover threals hidden in SSL links and communicalions

The AV should scan files that are passing on CIFS protocol

The proposed system shall provide ability to allow, block attachments or downloads according to file extensions and/or file
types

NGFW should have cloud sandbox functionality to protect organization from Adance Persistence Threals. In case any



https://v3.camscanner.com/user/download

additional license is required, bidder has to Include it in proposal from day one.

NGFW should have functionalily of Content Disarm and Reconstruction (CDR) to remove all active content from attachment in
real-time before passing il to user.

The proposed system should be able to block or allow oversize file based on configurable thresholds for each protocol types
and per firewall policy.

Should support fealures like Web-Filtering, Application-Control & Gateway level DLP.

The proposed system should have integrated Enterprise-class Web Content Filtering solution w_'ilh dalapase which should
support over 250 million webpages in 72+ categories and 68+ languages without external solution, devices or hardware
modules.

Should support detection over 3,000+ applicalions in multiple Categories: Botnet, Collaboration, Email, File Sharing_. Game,
General Interest, Network Service, P2P, Proxy, Remote Access, social media, Storage Backup, Update, Video/Audio, VolP,
Industrial, Special, Web (Others)

The product must support Layer-7 based UTM/Firewall virtualization, and all UTM features should be supported in each virtual
firewall like Threat Prevention, IPS, Web filter, Application Conlrol, content filtering etc.

The solution should have the flexibilily lo write securily policies based on IP Address & Username & Endpoint Operating

Other Support
System
QoS features like traffic prioritization, differentiated services, Should support for QoS features for defining the QoS policies.
It should support the VOIP traffic filtering
Appliance should have identity awareness capabililies
The firewall must support Active-Active as well as Aclive-Passive redundancy.
Solution must support VRRP cluslering protocol.
The NGFW shall support inlerface link menitoring failover
The NGFW shall support external device ping probe failover
The NGFW must have provision of fail-over in case of high memory utilisation on primary appliance.
The NGFW should have SDN connector for Kubernetes, VMware ESXi and NSX, OpenStack, Cisco ACI, Nuage Networks and
Nutanix Prism and AWS, MS Azure, GCP, OCI, AliCloud and IBM Cloud
The NGFW should capability to apply NAC profiles for onboarding clients into the default VLAN, NAC policies malch clients
based on device properties, user groups, or ZTNA tags. and then assign the clients to specific VLANSs.
The NGFW should be ZTNA ready from day one, all required license needs 1o considered accordingly.
The Proposed solution should be capable to extending firewall policy to access layer in future with native integration.
The NGFW should have built in 2FA server and atleast two token for administrator login from day one.
The firewall should have embeded web based management functionality to configure with out any additional
software/hardware. The NGFW should support central management as well if required.

Management Support accessible through variely of methods, including console port, Telnet, and SSHv2

Functionality

Support for both SNMPv2 and SNMPv2¢, providing in-depth visibility into the status of appliances

Should have capability to import configuration and software files for rapid provisioning and deployment using Trivial File
Transfer Protocol (TFTP), HTTP, HTTPS

Solution must have different administrative profile to choose 1o login in read only or read-write mode

Warranty & Support

The solution must provide 3 year support for hardware and all required license for above mention functionality
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